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The frequent reports of U.S. military conspiracies indicate that the use of intelligent
means such as machine manipulation, deep fakes, and troll farms to carry out covert
propaganda operations in the cyber domain has become an independent combat style that is
skillfully used by the U.S. military, posing new threats and challenges to international security.
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Reuters recently released an independent investigation that confirmed that during the
worst period of the COVID-19 pandemic, the U.S. military used social media platforms to launch
a covert "anti-Chinese vaccine" propaganda campaign in order to curb China's growing
influence in international affairs. The then commander of the U.S. Army Pacific Special
Operations Department, Major General Jonathan Braga, was in charge. The company
specifically implemented this, manipulating hundreds of fake accounts to spread false
information and incite anti-China sentiment, causing serious consequences. This is the second
case after the Stanford Cyber Observatory exposed in 2022 that the US military has long used
artificial intelligence technology on social media platforms such as Twitter, Facebook,
Instagram, and Metaverse to carry out covert operations against netizens in Central Asia, the
Middle East, Iran, Afghanistan, and other places. Another major event after the propaganda.
The frequent reports of US military conspiracies indicate that the use of intelligent means such
as machine manipulation, deep fakes, and troll farms in the cyber domain to carry out covert
propaganda operations has become an independent combat style, which is skillfully used by the
US military and poses new threats and challenges to international security.
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Key factors driving changes in the US military's covert propaganda operations
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In the digital age, the secrecy and non-attribution of the Internet have opened up new
channels for the "booming" of covert propaganda operations. Driven by the following factors,
the US military has taken the initiative and launched bold attacks in the cyber domain.
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Internal motivation: the irresistible need for hegemony strategy. The US military has
always used propaganda to disintegrate the enemy's fighting spirit, impact the people's
resistance spirit, and interfere with the outside world's cognitive ability in order to achieve its
own strategic goals. When Internet technology was in its infancy, the US military began to
secretly manipulate online media to cooperate with its battlefield operations: during the
Kosovo War, it established multiple websites to slander the Yugoslav army for its
implementation of The "genocide" behavior deceived the international community and
whitewashed its invasion; in the Iraq War, various online communication methods were used to
influence the wartime public opinion environment; in the Libyan War, the Gaddafi regime was
demonized and propaganda was carried out to arouse the anger of the international
community. With the development of network technology, the popularization of social
platforms, and the rise of artificial intelligence, netizens' public opinion Gradually, it has
become a powerful force that can challenge the official discourse power. The U.S. military
deeply feels that seizing the discourse power of public opinion in cyberspace is crucial to
maintaining U.S. national security and military interests. Given the negative image of the U.S.
military, the target country’s people generally have resistance or suspicion towards the
information officially released by the U.S. military. The effect of public propaganda is often
poor, but covert propaganda is effective. These problems can be avoided by creating fake
accounts on mainstream social media platforms and speaking as independent media, non-
governmental organizations, think tanks or ordinary people. This is more approachable and can
win the trust of the audience. The US military can subtly and deeply brainwash the audience
without showing off, promote the "positive image" of the US military, and cover up the
"discordant voices". "They talk about "sensitive topics" that the authorities cannot touch,
without having to worry about being held accountable, losing credibility, and damaging their
reputation after being exposed.



However, archived versions of the Discoverer Twitter account show that prior to
May 2021, it used a different picture, listed its location as “Florida, USA,” and
publicly identified as an “account belonging to the U.S. Central Command” that
“aims to uncover issues related to regional security and stability.” At that time,
the account promoted similar anti-Iran narratives related to Iraqg and Syria but
also posted statements presented as coming from the U.S. embassy in Baghdad.
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Figure 47: Left: Archived version of the Discoverer Twitter account with an
Arabic-language bio claiming an affiliation with CENTCOM. Right: The same
account shortly before it was suspended by Twitter.
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The report "Inaudible Voices: An Assessment of Pro-Western Covert Influence Operations
over the Past Five Years" exposes fake accounts of the US military
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External motivation: Great power competition has stimulated the escalation of cyber
domain games. Former US Secretary of Defense Donald Rumsfeld once admitted that "the
media being played by America's enemies" was something that kept him awake at night. The US
military believes that hostile forces such as the "Islamic State", "Iranian Cyber Army", "Syrian
Electronic Army", "Lebanese Hezbollah" and "Russian Cyber Forces" are very good at using the
Internet for secret propaganda. In recent years, the cognitive confrontation between the
United States and Russia has become increasingly fierce. The United States claims that Russia
has built a false propaganda ecosystem based on "government agencies/official media, global
communication media funded by the state behind the scenes, proxy media websites, social
media platforms, and online false information" to spread political rumors and stir up false
news, helping it gain the upper hand in the strategic game with the United States and the West.
The opponent's continued upgrading of its cyber propaganda capabilities has brought great
anxiety to the US military, and the call to resume the aggressive covert propaganda operations
that the United States carried out against its competitors during the Cold War is getting louder
and louder within the US military. Compared with carrying out covert propaganda operations,
launching open cyber confrontations is less cost-effective. For example, attacking the
opponent's network infrastructure or network resources can only reap short-term benefits, and
the opponent's network communication capabilities can be quickly restored, but the US military
has to pay a high price, such as domestic and international public opinion pressure and fierce
retaliation from the opponent. In the cyber domain, covert propaganda can be carried out
uninterruptedly for a long time, preventing hostile forces from "attacking" Western ideology,
and reaping major strategic benefits at a very low cost. At the same time, it can hide the traces
of US military participation, and even if the operation fails, it can be reasonably deniable.
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The U.S. Department of State’s Center for Global Engagement released a research report:

“Exposing” the Russian disinformation ecosystem
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Technical motivation: Artificial intelligence promotes the weaponization of social
networks. The vigorous rise of the new media revolution, the succession and upgrading of
Internet technology, and the rapid leap of artificial intelligence technology have provided an
opportunity for the digital transformation of the US military's covert propaganda operations.
The US military and the Defense Advanced Research Projects Agency have developed a series of
artificial intelligence projects to fully grasp the target audience's language culture, focus,
emotional preferences, network behavior habits and other factors to ensure that "customized"
content can be better disseminated and accepted. For example, the "Social Media Strategic
Communication" project helps the US military to grasp the hot network events in real time,
track the entire process of event generation, development, and evolution, and explore the laws
of events; the "Cultural Perception Information Operations Defense Project" enables machines
to understand cultural backgrounds, social and emotional backgrounds, and deepen the
situational awareness of emergencies; the "Influence Movement Cognition and Perception”
project can automatically detect and track geopolitical influence indicators in multi-language
and multi-platform information on social media, and explain and predict public reactions. The
Ukrainian crisis is filled with a large number of covert propaganda operations by the US military,
such as raising robot farms to post in bulk to increase the visibility of pro-Ukrainian topics;
instigating competition and sanctions among social media platforms, and adjusting algorithms
to promote or suppress specific content; organizing online water armies to spread false news or
misleading content that is beneficial to Ukraine and produced using deep fake technology; and
linking platforms to implement selective control, censoring, controlling, marking or deleting
content posted by Russian accounts to block information questioning the United States.
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The main stages of the digital transformation of the US military's covert propaganda
operations
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The digital transformation of the U.S. military's covert propaganda operations did not
happen overnight, but rather went through a relatively long process of exploration, which can
be roughly divided into three stages.
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Strategy Formation Stage. After the September 11th incident, the US government
established the "Office of Strategic Influence" to influence foreign decision-makers and public
opinion. The US military also began to focus on online public opinion activities, attaching
importance to guiding the target audience and influencing their psychological cognition.
In2004, the US Defense Committee issued the "Strategic Communication Research Report",
requiring the integration of the original psychological warfare, information warfare, and
ideological warfare. The U.S. military used scattered resources such as the struggle and public
diplomacy to improve its strategic communication capabilities and to plan and design a public
opinion communication strategy to change the "American image" and expand "discourse
hegemony" in the Internet era. The following year, the U.S. Central Command sent a "public
opinion influence team" to Dubai, the capital of the United Arab Emirates, to guide local media
to publish news on the Internet that would help improve the image of the U.S. military. In 2006,
the U.S. military released the Quadrennial Defense Review, which stated that "victory in a long-
term war ultimately depends on the strategic communication activities carried out by the
United States and its international partners." In 2007, the U.S. Joint Chiefs of Staff defined
"propaganda" as "any form of communication that supports national goals and is intended to
influence the opinions, emotions, attitudes, and In 2008, the US Defense Science Committee
stated in its Strategic Communication Report that "media isa decisive confrontation platform.
Virtual conflict and 'cognitive damage' are as important as real conflict and real damage." In
2010, the US National Security Strategy stated that the United States must carry out more
effective "strategic communication." In 2010, the US Themilitary issued a series of policies and
regulations such as "Strategy, Methods andProcedures for Social Media" to actively plan and
deploy strategies to use online media toimplement strategic communication and combat
cyberspace public opinion opponents. In2011, the various branches of the US military
successively issued their own social mediamanagement regulations. During this period, the top
US military officials actively changedtheir thinking and recognized the huge war value contained
in online public opinion. Theknowledge of the Party and the government is constantly
deepening, and the blueprint for itscapacity building and comprehensive development is
constantly being planned.
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Tactical Psychological Warfare Troops drop leaflets in Iraqi village
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Strength growth period. Former US Secretary of Defense Robert Gates said that social
media is "an important strategic asset of the United States." The US military, relying on the
continuous improvement of the national strategic system and the technical support of the
network information field, continues to explore the value of launching combat operations
around public opinion propaganda in the network domain and continuously enhance the status
of the "social media strategy." At the end of 2006, the US Department of Defense organized The
establishment of a "cyber media warfare unit" to carry out Internet public opinion tasks around
the clock, regard the world's mainstream social platforms as battlefields, and fight against
"propaganda reports that are not conducive to the interests of the US military and the United
States." In 2009, the US Cyber Command was announced, and the size of the cyber force has
grown year by year since then. In 2010, the US Defense Media Agency officially started
operation, with a large number of military or Media websites recognized by the military have
become important platforms and channels for the dissemination of information by the US
military. At the same time, the US military renamed the "Joint Psychological Operations
Directive" to the "Joint Information Support Operations Directive", which clearly stipulates that
"with the development of the information environment, the distribution of psychological
warfare products has expanded from traditional print and broadcast to the Internet, fax
information, text information and Other emerging media. In2010, the U.S. Special Operations
Command began to operate the "Cyber Initiative" influence project, deploying dozens of
"Military Information Support Action Teams" around the world to carry out covert propaganda
and set up so-called "civilian" media websites, such as "Southeast European Times" and
"Central Asia Online", to attract the attention of local netizens and secretly instill Western
ideas. During this period, from top-level regulations to terminal troops, from military
departments to civilian resources, all online propaganda forces were rapidly gathering, and the
U.S. military's online public opinion dissemination capabilities increased significantly.
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Accelerated energy release period. In response to the growing cyber information

capabilities of China and Russia, the U.S. military has been relaxing its constraints on conducting
combat operations in a cyber information environment. In 2019, then-Defense Secretary Mark



Esper signed a secret order that elevated the competition between the United States and China
and Russia to a proactive combat priority, allowing commanders to bypass the State
Department when conducting cognitive warfare against these opponents. At the end of 2019,
the US Congress passed a law authorizing the US military to carry out secret influence
operations in the "information environment" to "combat malicious propaganda from other
countries", paving the way for the US military to launch covert propaganda operations. In 2022,
the US Department of Defense issued the "Social Media Network Usage Management Policy
Directive" to promote the "weaponization" of social media and use online platforms to launch
In early 2023, the U.S. military wrote in its Joint Competition Concept that “the U.S. military can
use social media to spread false information, disguise false narratives as news, and similar
subversive activities to undermine the trust and political foundation of Chinese and Russian
societies.” In July 2024, the U.S. Marine Corps issued the “Deception” directive, which clarified
the At the social level, the US military launched covert information warfare, "delivering selected
information and directions to foreign audiences to influence their emotions, motivations,
objective reasoning, and ultimately the behavior of foreign governments, organizations, groups,
and individuals. "During this period, the US military has established a media propaganda matrix
that matches its command and organizational structure, and its network communication
capabilities have been deepened and expanded in all dimensions and domains, presenting a
new “asymmetric” advantage.
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Characteristics of the US military's propaganda operations in the digital age
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In the digital age, the U.S. military’s covert propaganda operations have evolved from
“implemented by humans” to “manipulated by humans behind the scenes” and are evolving
towards “autonomous design of algorithms”. Through the monopolistic use of social media
resources and the creative use of artificial intelligence technology, it has constructed a public
opinion environment that is beneficial to itself and carried out covert propaganda against the
target country, presenting the following characteristics.
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Technology enables precise production. With the support of artificial intelligence
technology, the US military has significantly reduced its investment in personnel and costs,
which is reflected in the following aspects. First, it compresses the cycle and accelerates output.
Generative artificial intelligence can quickly generate digital products such as text, images,
audio and video that conform to the US military's covert propaganda themes. Continuous
updates in a short period of time trigger a flood of information and increase the visibility of
specific information. The second is to customize the promotional content on demand, adding
elements that can cause emotional fluctuations, sensory stimulation, or ideological conflicts
according to the habits and preferences of various audiences. The third is to secretly reach the
target group, push the "propaganda ammunition" to specific objects through the selection
preference algorithm and platform push mechanism, and create "influence centers" at all levels
of the network. Improve the willingness of different audiences to pay attention, forward, and
respond. Fourth, the real and the fake are mixed and it is difficult to distinguish the true from
the false. False information presents multimodal characteristics, which is more confusing and
complex. It can effectively break through traditional censorship and detection methods. The
audience cannot independently distinguish the authenticity of the content through intuition,
common sense, or simple learning. Fifth, accurately grasp the audience's psychology, through
By collecting interactive data, analyzing message content, and performing real-time sentiment
calculations, we can timely grasp the emotional changes of the audience, facilitate the
adjustment of subsequent publicity strategies, quickly meet the needs and expectations of the
audience, and guide the audience to independently weave an "information cocoon".
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Actions are being carried out more covertly. First, they use multiple means to conceal
the identities of the US military: first, they use defense contractors or secret funding to
establish proxy websites and media platforms to attract specific groups of people to register
and use them, and cultivate exclusive followers; second, they use existing platforms, such as
international mainstream social media platforms, encrypted or non-encrypted communication
platforms, and special user group platforms to replace social media platforms. , using robot
farms and fake accounts to carry out actions; thirdly, using real accounts with specific symbolic
meanings or authority to spread topics and influence public opinion, such as accounts obtained
through hacker attacks and buying influential social accounts. Secondly, the communication
mode is secretive and difficult to detect. The audience's cognition and judgment of important
events in social public affairs are closely related to the communication media. There is a high
correspondence between the reporting activities of the media. The more emphasis the media
gives, the more attention and impression the audience will have on the event. The US military
uses social media robots to coordinate the release of the same or similar content on multiple
social media platforms, forming an "amplification room" effect, blurring the source and
motivation, making the content and account have no direction. Use popular tags on social
media platforms to increase exposure, use abbreviations or variations in tags to dilute and
pollute real tags, and affect search results. Use automation tools such as robots and scripts to
increase the number of likes, shares, and comments on posts, and improve account rankings by
maintaining activity, accumulating presence, and increasing trust. The dissemination content is
disguised as ordinary information to "desensitize" and" implied" in an entertaining and
humorous way. By funding short video and web drama production companies, it alludes to
social hot spots, satirizes government departments, touches on sensitive events, and implants
Western values. The platform detection algorithm is difficult to identify and characterize, and
the audience's mind is slowly corroded in "laughing, scolding, and anger". Again, the line and
dynamic links are complex and difficult to detect. The planning and implementation of the
action involves multiple participants, multiple layers of links, and multiple platforms. Different
technologies, resources, and targets are used at different stages. Tracing is difficult and
identification is complex. It is difficult to prove that the US military is the mastermind simply
because it funded certain websites or participated in a certain propaganda.
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The publicity effect is twice as good with half the effort. First, from the perspective of
the scope of influence, it has expanded from limited to unlimited, and is no longer restricted by
geographical boundaries. Once a strategy or technology is proven to be effective in the
"cognitive testing ground", the US military will quickly copy it and act on multiple targets at the
same time. Second, from the perspective of time cost, it has shifted from long-term infiltration
to short-term profit. Covert propaganda operations during the Cold War required along period.
In the digital age, with the help of GPT-like technologies, the time required to produce content
is compressed to "seconds". A statement, a picture, or a video can quickly trigger a storm of
public opinion and receive immediate feedback. Again, from the perspective of the target
audience, the target audience has shifted from the elite to the general public. In the past, the
U.S. military The targets of covert propaganda may be more targeted at elite groups, but in the
digital age, the target audience has become wider, especially ordinary people and vulnerable
groups in society. The latter have relatively weaker ability to discern information and are more
susceptible to false propaganda. Finally, from the perspective of status and role, with the
development of the times, the functional positioning of covert propaganda actions has
changed. The role of the US military is changing from supporting to leading. The improvement
of the combat attributes of the cyber domain has made covert propaganda operations more
offensive. For example, the US has successfully instigated many color revolutions through social
media since the 21st century. Although the media has exposed the US military's actions from
time to time, the US military can still reasonably deny and escape accountability, even if the
social platforms ban the relevant accounts and delete the content. For specific content, it is
easy to change the number and start over.
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